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3ATBEPDKEHO

Haka3z Anminictpanii Jepxcnenss’ 3Ky
B ey onese 2022 poxy Ne Z74™

IIpodeciiinuii crangapr
«®Daxisens cepn 3axucry iHpopmanid»

1. 3araanni BiaomocTi npogeciiiHoro crangapry

1.1. OcnoBHa meTa npodeciiinol AiAAbLHOCTI

3abe3nedeHHs 3axuineHocTi (KOH(DiASHIIHHOCTI, IUTICHOCTI, JOCTYIIHOCT!)
inpopmanii, mo = o6pobmsierscs  (mepemaerbcs) B iHQopManifHMX
(aBTOMAaTH30BaHMX), EJNEKTPOHHMX KOMYHiKaUifHMX Ta  iH(opMauiifHO-
KOMyHIKallilHMX CHCTeMaxX Bii HEeCAHKIIOHOBaHMX Xiii 3 iHdopmalieo
(BKIIOYaro4M KOMIT'IOTEpHI BIpyCH), BHTOKYy TEXHIYHHMH KaHalaMH Ta
CHEIlialbHUX BIUIMBIB Ha 3aco0m o0poOku iHgopMmanii, a Takox iHdopmanii, mo
O3By4ye€Tbcsi Ha o00’exTax iHGOpMaIiiHOI IifNBHOCTI, BUTOKY TEXHIYHWMH
KaHAIaMH.

1.2. Hazga BHAY €KOHOMIYHOI AiANILHOCTI, cekuii, po3aily, rpynd Ta
KJlacy eKOHOMIYHOI AislibHOCTI Ta ixHiii kox (3rigno 3 HamioHanbsHuM
kjaacupikaropom Ykpaian JAK 009:2010 «Knacudikanis BugiB ekoHomMiuHOT
AiiILHOCTI»)

Ceknist | Indopmanis ta | Posain | Komn’rorepue I'pyna Komn'’rotepre
J TEJEKOMYHIKAIi{ 62 OporpaMyBaHHs, 62.0 IporpamMyBaHHA,
KOHCYNIbTYBaHHS KOHCYJIbTYBaHHA Ta
Ta OB’ A3aHa 3 TIOB’A3aHa 3 HUMH
HHMH NisUTBHICTH JUSUTBHICTH
Knac KomMmn’otepHe
62.01 pOrpaMyBaHHS
Kaac | KoncynsTyBanus 3 muTaHb
62.02 inopmaruzanil
Knac | Imma gisneHicts y cdepi
62.09 iHGopMaIiitHuX

TEXHONOriH 1
KOMII'IOTEPHUX CHCTEM

Posain Hananus I'pyna Hananns inmmix
63 inpopManifinmx 63.9 inpopManifiHAX MOCIyT
nocIyr Kaac Hazanug iHmmx
63.99 iEdopManifHuX MOCIyT,
H.B.L.Y.
Cexnin ITpodeciiina, Po3ain JsUBHICTE y I'pyna | Texuiuni eunpoGyBasus
M HayKoBa Ta 71 chepax 71.2 Ta NOCIDKEHHS
TEXHIYHA apXiTEKTypH Ta Knac TexuHiuni BHIPOOYBaHHA
JISJTBHICTB IHXHHIPHHTY; 71.20 Ta JOCTIIKEHHS

TeXHiYHi




BHNpoOyBaHHs Ta
DOCHIJKEHH S

Po3zain IHora I'pyna IHnuwa npodeciina,
74 npogeciiina, 74.9 HayKOBa Ta TEXHIYHA

HayKoBa Ta JUSUIBHICTD, H.B.1.Y.

TEXHI4Ha Kaac [HIa podeciitna,
JIAIbHICTE 74.90 HayKOBa Ta TEXHi4HA

JUSANBHICTD, H.B.LY.

1.3. Hasea Buay npodeciiinoi aisabHOocTi Ta il Kox (Grigmo 3
Hagionanbuum kuacudikaropom Ykpainu K 003:2010 «Kaacndikarop
npodeciii»)

Po3ain Knac Migkaac
2 213 2139
[Mpodecionamu | IIpodecionanu B ramysi o04uucIeHp [IpodecioHann B iHIIUX TATY359X
(koM roTEpH3AItii) 0o0UUCIeHb (KOMIT FOTepH3allil)

1.4. Haza npodecii (mpodeciiinoi nazsu pobotn) Ta ii koa (3rigHo 3
Hauionansaum kiaacudikaropom Yxkpainn JAK 003:2010 «Knacudikarop
npodeciii»)

®daxiselp chepu 3axucty iHpopmari 2139.2.

L.S. IIpodeciiina kBaaifpikanis

daxiBeusr chepn 3axucry indopmauii (rpynosi dyuxuwii A, b, B, I' (3a
BUKJIFOYEHHSIM Tpodeciiinux kommereHuid Al0, b4; B wactuHi npodecidHux
xomnereHTHOcTeN A3, A4, A8, b1, b2, b3, B4 6epe y4acTb SIK UneH KOMaH ).

Iposignwii daxisens chepn 3axucty iHpopmarnii (Tpyaosi pyHkmii A, b, B, I,
I (B yactuni npodeciiinux komnerentnocred Al0, JI1, /12 bepe yuacTp 9K 4ieH
KOMaHH ).

CucreMumii daxisern chepu 3axucTy iHopMmartii (tpyrosi ¢dyukuii A, b, B, T, /1,
E).

1.6. Micue npodecii (nmocagu, npodeciiiHoi HazBH pobdoTH) B
opraHizanifiHo-BHPOGHHUYIH CTPYKTYpi nianpueMcTBa (yCTaHOBM, Oprasiszauii)

O6iiimMae mocany GaxiBos cdepu 3aXucTy iHGpopmalii, HIpOBLAHOTO (axiBls
cepu 3axucry inpopmallii, CHCTeMHOTO QaxiBLs chepy 3axucTy iHpopmMarrii.

PaxiBeup chepu 3axucty iHdopmanii, nNpoBiaHUi ¢daxiBenb chepu 3aXHCTY
iHpopmariii, cucremHuii QaxiBenp chepu 3axwcTy iHopmaiii OesnocepeaHBO
OLIOPSIKOBAHUM KEPiBHUKY MPODIIEHOTO CTPYKTYpHOro Iigpo3aury (abo
YNOBHOBXEHIH 0c00i) B CTPYKTYPHUX NiApO3Iinax TMiANpHEMCTBa/OpraHizailii,
JIEp)KaBHOTO OpraHy, IO BH3HAYae 1 peali3ye NOJITHKY y cdepl 3axucty
iHpopmaiii Ta KibepOesneku, OPOPINLHUX HAYKOBO-IOCIHIJHUX YCTaHOBAaX,
HOIOMpHEMCTBaX/ OpraHizaumisfx, sAKi peani3oByIOTh a00 3aCTOCOBYIOTH (PYHKIUY
3abe3nevyeHHA  3axUIIEeHOCTI (KOH(IAEeHIHHOCTI, HUIICHOCTI, JOCTYIHOCTL)
iHhopMmantii, o 00pobnseTrses (tiepenaeThes) B 1H(pOpMaLTHUX




(aBTOMATH30BaHKX), CJCKTPOHHMX  KOMYHIKAUiHUX Ta  iH{popManidHo-
KOMYyHIKallHHMX CHCTEMax Bii HECAHKLIOHOBaHMX Ailk 3 1Hdopmaricio
(BKJIIOYAIOY¥ KOMIT IOTEPHI BIPYCH), BiJ BHUTOKY TEXHIYHHMH KaHaJlaMH Ta BiJ
CHeliaJbHUX BIUIMBIB Ha 3aco0H o0poOky iHdopmarii, a Takox iHdopmanii, 1o
03BYUYETHCH HA 00’ekTax iHgopmadiiiHol TiSLTLHOCTI, — Bl BHTOKY TEXHIUYHUMH
KaHalaMHu.

Po6oue micue posramoBaHo y npuMillenHi (kabiHerti, KiMHaTi, 1aboparopii,
IIPYMILEHH] O0YUCTIOBAILHOTO HEHTPY) BIATIOBIHOIO MiANIPUEMCTBA/OpraHizalii/
oprany.

1.7. ¥YmoBu npaui

TpuBanicte poboyoro vacy Ta d9acy BIANOYWHKY — 3TiIHO 3 YHHHUM
3aKOHOJABCTBOM, IpadikamMu poOOTH Ta BiAMOYUHKY, NpaBUIAMU BHYTPIIHBOTO
TPYJXOBOIO PO3MOPSIKY, KOJICKTHBHUM JOTOBOPOM,

BiamycTku HamarOThCs 3TLIHO JI0 YMHHHM 3aKOHOJABCTBOM, KOJEKTHBHUM
JIOTOBOpOM, TrpadikamMl HaJaHHS BIANMYCTOK Ta 3a pesyibTaraMM arecTamil
pofoyoro Micug 3a yMOBaM| Tiparli.

PoBora B oxpemux Bumajgkax IIOB’f3aHa 31 IIKIJUIMBHMH YMOBaMH Mparl.
[Tinbru Ta KOMneHcanii BCTaHOBITFOIOTECS BiAIIOBIAHO 10 YUHHOTO 3aKOHOLABCTBA
Ta KOJIEKTUBHOTO JIOTOBOPY.

1.8. lokymenTH, 110 WIATBEP/KYIOTHL mnpodeciiHy Ta  OCBITHIO
xBaJidikanilo, ii BigHecenns: 1o pisua HauionaabHol paMxn ksajigixauii
(HPK)

Jlns xBamidikauii «Paxisep cepy 3aXHUCTy iIHPOpMaIIii»:

nuroM OakanaBpa 3a croeuianpHicTio 125 «Kibepbesmexa» ramysi 3HaHb
12 Indopmaniitvi  texHosorii» (6 piBens HPK), a Takox CBIZOUTBO PO
npuceoeHHs (miaBuIenHs) kpatdidikamnii «Paxisens chepu 3axucTy iHbOpMALii»
abo IHIIWH JOKYMEHT, IO NiATBEp/XYye Tpodeciiny kpamidikauito «PaxiBellb
cepu 3axucTy iHpopmaiii».

Jna xeanigpixaniii «IlpoBignuil daxisens chepu 3axucty iHGoOpMaIii» Ta
«Cucremuuit gaxisenn chepu 3axucTy iHGopMarii»:

JUITIOM Maricrpa 3a choewanbHicTio 125 «Kibepbesneka» raimysi 3HaHb
12 dadopmariitai  texnonorii» (7 piBens HPK), a Takox CBIigOITBO PO
npucBoeHHs (miasuineHns) kpanigikanii «[Iposiguuii ¢axiseup chepr 3axucTy
iHbopManii» abo IHMKHA XOKYMeHT, IO IATBEP/UKYE TIpodeciiiHy kBajigikauiro
«IIpoBigHuii paxisens chepn 3axucty iHGopMamiin;

abo CBiZONTBO MPO NMPUCBOEHHS (MifABULIEHHS) Kpanidikamii «CucreMHuM
¢axiBeup chepu 3axucry indopmanii» abo IHIIHIA NOKYMEHT, IO IMiATBEPIKYE
npodeciitny kBanidikaiiro «CucreMHuit Gaxisenb chepu 3axXUCcTy tHGopMains.

daxiBerp chepu 3aXucty iHpopmanii — 6 pisenr HPK.

IIposinauii daxiseun chepu 3axucty iHbopmaiiil — 7 pirens HPK.

Cucremnanii dhaxisens chepu 3axucty iHbopmMmarii — 7 piens HPK.

2. HaByanHst T2 npogeciinuii po3BHTOK



2.1. llepunna npodeciiina niaroroska (Ha3sa KpaJidikanii)

Jns xBamidikaiiii «@Paxiseup chepu 3axucty iHdopmanii» — maroToBKa Ha
nepmoMy  (6akanaBpcbKOMy) piBHI  BHINOI  OCBITH 33  CHEHialbHICTIO
125 «Kibepbesnexa» ranysi 3Hanp 12 «HpopManifini TeXHOMOTI».

Ja xsanidixkauist «[Iposinnuii ¢axiseins cdepu 3axucty iHGOpMAUi»,
«Cucremunii ¢axiBens chepu 3axucry indopmauii» — MiATOTOBKA HA IPYyroMmy
(MaricrepcekoMy) piBHi BHINOI ocBiTH 3a crnemiambHicTiO 125 «Kibepbesnexa»
rany3i 3HaHb 12 «[HpopMarifHi TEXHOIIOTI.

2.2. Hinpumenns ksBajidgikauii 6e3 GPHCBOCHHA HOBOro PiBHS OCBITH
(na3Ba kBaJgidikanii)

Iligsumennas kpaiidikanii «®Paxisens coepu 3axucty iHbopMmauii» s
oTpuManHsi mnpodeciduol kBamidikanii «IIpoBimHuii QaxiBenp chepu 3aXUCTY
indopmaniiy. Ctaxx poGOTH He MEHIIIE NBOX POKIB Ha MOcajax, IHO BIANOBIJAIOTH
kBanidikanii «Paxipens cepn 3axXucTy iHGopMAaIi».

[Migsumenns  kBamidixkanii «[IpoBinHuiéi  ¢axiBeup chepud  3aXUCTY
ipopMauii» s oTpuManHg Tpodeciiinol keamidikanii «CucTemBuit ¢axiBern
chepu 3axucty indbopmauiin. Ctax poboTn He MeHIIC TPHOX POKIB Ha MOcaxax,
o BiamoBigaroTh KBamidikauii «IIpoBiaHuil daxiBeus cdepu 3aXHCTY
1M OpMaLIiD).

3. HopmaruBHo-npaBoBa 0(aza, o peryJjioe BiAOOBIAHY mnpodeciiny
AIAJIBHICTD

3axon Ykpainu «IIpo ingopmariiton.

3akoH Ykpainu «lIpo goctyn mo my0siusol indopMamiin.

3akor Ykpainu «llpo 3axucr indopmauii B iHpopManifHO-KOMyHiKaiiEuX
CHACTEMAX».

3axoH Ykpainu «Ilpo nepxaBHy TaeMHULIOY.

3akoH Ykpaiau «[Ipo 3aXuCT NepCOHANIBHIX JaHUX.

3akoH VYkpaiam «IIpo ocHOBHI 3acaan 3abe3nedeHHst KibepOesrieku
Yxpaiam».

3akoH Ykpainu «IIpo 3aXUCT npaB CHOXKUBAYIBY.

Konekc 3axoHiB 11po nparro Ykpainm.

IonoxeHus mpo TeXHIYHMM 3axWCT iHQopmallii B VYKpaiHi, 3aTBepaXeHi
Vkazom [pesunenra Yipainu 27.09.1999 Ne 1229.

IlpaBuna 3abe3neyenHs 3axucTy iHpopmallii B iHhopMalliiHIX, eNeKTPOHHHUX
KOMYHIKaiiHUX Ta 1H(pOpPMaIifHO-KOMYHIKAI[iHHNX CHCTEMaxX, 3aTBEpJKeHi
noctanoBoro Kabinety MinictpiB Ykpainu Big 29 6epesns 2006 p. Ne 373.

Haka3 mepxaBHOro KoMmiteTy YKpaiH¥ I10 HaIJISIAY 3a OXOPOHOIO Mpaui Bif
21.12.1993 3a Ne 132 «llpo Ilopsimox omnpalffoBaHHs 1 3aTBEpPKCHHS
poboTofaBlEeM HOPMAaTHBHMX aKTIB 3 OXOPOHH mpaui, O0I0 [AlIOTh Ha
HIANIPUEMCTBI», 3apeecTpoBaunil y Minictepersi toctanii Ykpaigu 07.02.1994 3a
Ne 20/229.

Haxaz KomireTy mo mBammsiay 3a oxoponolo mpaui MiHicTeperBa mpani Ta
comianpHoi nmomituku Ykpainuw Bim 09.01.1998 3a Ne 4 «IIpo 3arBepaxeHHs



[TpaBun Oe3neqHol eKCIUTyaTanil eNEKTPOYCTAHOBOK CIIOKHBAaYiBy,
3apeectpoBaHuil B Minictepetsi roctuutii Yipaiau 10.02.1998 3a Ne 93/2533.

Haka3z KomiteTy mno Harjsgy 3a oxopoHoio npaui MiHicTepcTsa upaml Ta
corianpHol nmoNiTHKM Ykpainu Bix 29.01.1998 3a Ne 9 «IlIpo 3arBepirKeHHS
[TonoxeHHs: npo po3poOKy IHCTPYKLiH 3 OXOpPOHHM Mpall», 3apeecTPOBaHUM Yy
Minictepctsi toctuuii Yxpainu 07.04.1998 3a Ne 226/2666.

HopmaTuBHI JOKYMEHTH CUCTEMH TEXHIYHOro 3axucty iHdopmaiil (nam —
HJ{ T3I), HopmaTtuBHi HOKYMEHTH CHCTEMH KpUNTOrpaiuHOro 3aXMCTy
iHpopMmarii Ta xepxkaBHi cranaapty Ykpainu (nami — JICTY) cTocoBHO cTBOpeHHSA
1 QYHKUIOHYBAHHS KOMIUIEKCHHMX cHUCTeM 3axucty iHdopmanii (nam — KC3I)
iHpopMaliiHMX  (aBTOMATH30BAHUX), ENEKTPOHHUX  KOMYHIKALiHHUX  Ta
1HpOpMaLIfHO-KOMYHIKAUiHHUX CHCTEM, CHCTEM YIpaBRiHHA 1HGOpMaLi}iHOWO
besmexoro (mani — CVIB) nmimnpuemcts (opraHiB) Ta KOMIUIEKCIB TEXHIYHOI'O
3axUCTy iH(opMmalii, raysesi CTaHIAPTH BIAMOBIAHOIO COPIMYBAaHHS.

3aranbHi  NPUHUMIM 18 HOCHIEHHs  KibepOesnekn  KpUTHYHOL
indpactpyxrypu (Framework for Improving Critical Infrastructure Cybersecurity).

Hopoxus xapta NIST mng nocunenns xiGepOesnexyu Ta 3axucty iHGopmaril
kputugHOoi itHppacTpykTypu (NIST Roadmap for Improving Critical Infrastructure
Cybersecurity).

Inmni HopMaTHBHO-NPaBOBl, HOPMATUBHO-TEXHIYHI Ta HOPMATHBHI aKTH, fAKi
peryiaMeHTYIOTh MUTAaHHS 3aXUCTy iHPopmailil Ta Kibepbesnexu.

4. 3arajibHi KOMIETEHTHOCTI

YmoBHe . .
3aranbHi KOMIETEeHTHOCT]
NO3HAYEHH
3K.01 3MaTHICTE STH COMATBHO BIAMOBIAANIBEHO Ta FPOMAaACHKO CBIIOMO

I : ,
3K.02 3naTHICTh 3aCTOCOBYBATH 3HAHHSA Y IPAKTHYHHUX CATYaliIX, PO3B’43yBaTH
3aBIaHAsA/3ajaul Ta MPakTHYR1 HpodyieMH y npodeciiiHii AisnbHOCTI

3K.03 3paTHICTh OMiHIOBATH Ta 320€31edyBaTH AKIiCTh BUKOHYBaHUX PoOIT

3K.04 3paTHiCTh N0 aGCTPaKTHOTO MUCJICHHS, aHali3y Ta CHHTEe3Y, BUMTHCS 1 OyTH
CYy4acHO HaBYECHHM

3K.05 3xaTHICTH 10 ajanTaiii Ta ail y HOBi#i cuTyanii
3K.06 3maTHicTh 10 BUOOPY CTpaTerii CijaKyBaHHsl, IPAIOBATH B KOMaH/I

3K.07 3[aTHICTH CIIIKYBATHCS PITHOK MOBOIKO AK YCHO, TAK i MHCHMOBO, CHIIKYBAaTHCS
1HO3EMHOIO MOBOKO (IIEPEBAXKHO aHTIICHKOI0) Ha piBHIi, MO 3abe3mnedye
edexTuBHy npodeciiiny MATBHICTS

5. Hepeaik Ttpynosux ¢yuxuik (npodeciiHnx kKomnerenTHOCcTEH 32
TPYAOBOIO Ai€l0 a00 rpynow TPYAOBHX i, H{0 BXOASATH A0 HHX), YMOBHI
O3HAYEHH S

YmoBHe . ... | IIpogeciiini KoMuereATHOCTI (32 TPY/AOBOIO | YMOBH(¢
Tpynaosi pynxuii . .
NO3HAYECHHS aicio abo rpynoro TPpyaoBHX Aii) N03HAYCH
A BripoBamkeHHs 31aTHICTh aHali3yBaTH HOTpeby Ta BAMOTH Al
CHUCTEM Ta KOPUCTYBAYiB (3AMOBHHMKIB) NIORO 3aXUCTY




KOMIUIEKCIB 3@XHCTY
iHpopmaril

iudopmanii Ta kibep3axHcTy 3 METOKO
BIPOBAKEHHS CHCTEM Ta KOMIUIEKCIB 3aXUCTY
1dopmanii

3AaTHICTh BHABISTH, JOCTIKYBATH
(ONiHIOBATH), CHCTEMHO aHANI3yBaTH 3arpo3u
i indopManii, aHanizyBaTH PU3UKH OE3NCKH
ingopmMalii Ta kibepbesnekyu y pasi peanizanii
3arpos

A2

3naTHICTE (POPMYBATH CTPATETIIO i NOJITUKH
6e3nexu inpopmanii B iHdopmaniiiHo-
KOMYHIKALIHHAX CUCTEMax

A3

3maTHICTE aHai3yRaTH, PO3poOIATH T
CYTIPOBOJUKYBATH CHCTEMY YIIPABIIHHS
1H(popMAIITHOIO OE3NEK0I0 TIATPHEMCTRA/
opraHizanii '

A4

3/1aTHICTh BUKOHYBATH NEPENNTPOEKTHI podoTU
IIOJIO CHCTEM Tad KOMILICKCIB 3aXHCTY
inpopmamii

AS

34aTHICTH IPOBORUTH CICHIANBHI JOCTLIKEHHST
3ac06iB 06pobku 1HbOpMaLi], TEXHIYHHX
3ac001B Ta 00’€KTIB iBOopMaUiIiHOT AISIBHOCTI

A6

3/aTHICTH BOPOBAIDKYBATH (AKTHBI3yBaTH)
[IPOTpaMHi Ta anapartHi 3aco0u 3axucTy
indopmarnii B cucremax i Ha 00’ ekTax

A7

3MaTHICTh aAMIHICTPYBATH CHCTEMH, MEPEXK] Ta
cucteMy Gesnexy HbopMmanii

A8

30aTRiCTh PO3POOIIATH, BIPOBAIDKYBATH Ta
aHaNI3yBATH TEXHIYHI JOKYMEHTH, [TOJOKEHHS,
THCTPYKIIT IOXO CUCTEM | KOMILJICKCIB 3aXHCTY
indopmanii

A9

31aTHICTh BUSBIATH 3aKaaiHi HPUCTPOI Ha
06’ exrax indopmaniiHoOi AISVIBHOCTI

Al0

OniHoBaHHSA
BiANOBiMHOCTI
CHCTEM, KOMILIEKCIB
Ta 3aco0iB 3aXUCTy
1Hdopmarii

31aTHICTL IPOBOAUTH OLIHKY BILATIOBIIHOCTI
(arecTalin) KOMILIEKCIB TEXHIYHOIO 3aXUCTY
indopmarrii

b1

3JaTHICTH MPOBOAUTH OLIHKY BLAMOBITHOCTI
(nepxaBHY EKCIEPTH3Y) KOMIUIEKCHUX CHCTEM
3axucTy ivdopmauii Ta 3aco00iB TEXHIYHOTO
3axucTy iHpopMaii

b2

31aTHICTH IIPOBOAUTH OLIHKY BiANOBIAHOCTI
CHCTEM YIIPaBIiHHS iHHOPMALiHHOK 6E3TECKOI0

b3

3MaTHICTE MPOBOAXTH OLIHKY BiATOBIAHOCTI
(HepxaBHY €KCIIEPTH3Y) 3aco01B
KpunTorpadivHoro 3axucry ingopmaiii

b4

Excnnyaranis ta
00ciTyroByBasHs
CUCTEM 1 KOMIUIEKCIB
3aXUCTy 1HoOpMaLii,
MORITOPUHT Ta

3AaTHICTH NATPUMYBATH CHCTEMY Ta
KOMIUIEKCH 3axuctTy iHpopmauii y poboyomy
CTaHi, OIIHIOBATH IX Ha/XiHHICTH Ta
3MiACHIOBATH KORTPOJE 1X NPaNe3AaTHOCTI Ta
BHSIBJIEHHS MICIb BIIMOB T4 1HIIYEHTIB,

B1




ayJIuT 3arpo3 Ams
1HpopMamii

npobieM Ta Hoxii B crcTeMi 0OpoOKu
3BEPHECHB KIIEHTIB

3naTHICTH TPOBOAUTH NIEPIOANUHE
o0cnyroByBaHHs iHGOpMaIIHHUX CHCTEM Ta
MEpPEeX, KOMIUIEKCHUX CHCTEM 3aXUCTY
iHdopmalii Ta KOMILIEKCIB TEXHITHOTO 3aXUCTY
iHpopmatii

B2

3MaTHICTH BUKOHYBATH NOUCPEAHIN
HECKNaHUH PEMOHT HECHPABHOTO aNapaTHOTO
3abe3neyenns cucTeMu/cepaepa

B3

3naTHICTP 3AIHCHIOBATH KOHTPOJIb 32 CTAHOM
TEXHIYHOTO Ta KPUNTOIpahivHOTO 3aXHCTY
iH$popmanii

B4

3naTHiCTh 3MIMCHIOBATH MOCTIHMIMA
MOHITOPHHT Ta ayauT 3arpo3 Ui inopmaniy
Ta BI/INIOBIAHY MOJIEPHI3aLio (10podKy)
CHCTEM 1 KOMIUIEKCIB 3aXUCTY iHpopManil

BS

310aTHICTS MPOBOUTH MPOLEAYPU CKAHYBaHHA
BPA3IMBOCTEH I po3Mi3HaBaHHs BPa3JABOCTEH B
cucteMax Gesnexu

B6

T

OuiHIOBaHHS
B1JIIIOBITHOCTI
NpOTrpaMHUX Ta
afnapaTHHX 3ac0o0iB
TEXHIYHOTO Ta
KpunrorpagpigHoro
3axucTy iHdpopmanii

3JaTHICTh IPOBOAUTH OLHKY BIAIIOBIZHOCTI
(mepKaBHY eKCIIEpPTH3Y) NPOrpaMHUX 3acobiB
TEXHIYHOr0 Ta KpuITorpapiMHOTO 3aXHCTY
indopmanii

I'l

3/1aTHICTE IIPOBOJUTH OHIHKY BIANOBIIHOCTI
(HEpXaBHY €KCHEPTU3Y, CEPTUPIKAILIIO)
anapaTHHX 3aco0iB TEXHIYHOTO Ta
Kpunrorpagidsoro 3axucty ixgopmarii

I2

YHOpMyBaHHS
CUCTEMY TEXHITHOTO
T2
KpunTorpagiyHoro
3axucty indopmartii

3naTHICTH aHaNI3yBaTH, IHTErpyBaTH 1
BHKOPHCTOBYBATH KpaIllli CBITOBRI PAKTHKH,
CTaHMAPTH TIpH po3poOil HOPMATHBHUX
JIOKYMEHTIB CHCTEMH TEXHIHHOTO Ta
KpHITorpadigHoro 3axucty ingopmanii

i

31aTBICTh pO3pOOAITH, BIPOBAAXYBATH Ta
aHali3yBaTH HOPMATUBHI JOKYMEHTH,
MOJIOXEHHS, IHCTPYKLT i BUMOTH TEXHIYHOrO
Ta OpraHi3allitHoro CupsAMYBaHHS {010
CHCTEMY TEXHIYHOTO Ta KpUMTOrpadiyHoro
3axycTy iHdpopmaii

Koopaunauis
JUSABHOCTI 3
TEXHIYHOTO Ta
KpUIITOTpahiyHoro
3axucTy iHdopmauii

34aTHICTE 3AIHCHIOBATH TEXHIYHE KEPIBHUIITBO
GbaxiBIAMH CTPYKTYPHUX HiIpO3/IiiiB
NANpHEMCTBA (Opragizanii), A0 GyHKnii IKux
BXOJIATH MATAHHA 3aXHCTy iH(popManii Ta
kibepbe3nexn

E1

3[aTHICTE B3aEMOAISTH 3 KEPIBHUITTBOM 1
haxiBUSMHU TEXHONOTIYHUX Ta IHIUIHUX

T APO3AiTIB MiNIPUEMCTBA/OpraHisanii 3
TEXHOJIOMYHUX TA IHIIHX THTAHE, ITOB’ A3aHHX
13 3a0e3neueHHAM 3aXHCTy iHbopManii Ta

E2




Kibepzaxucry

33aTHICTE B3a€MOIIATH 13 30BHIIHIMUI E3
NapTHEPaMU B MEXaX BUHAYCHUX TOBHOBAXKEHb

3RaTHICTh HA/IAaBATH KOHCYJIBTATHRHI TOCIYTH E4

Ta TEXHIYHY JAONOMOTY 3 DHTAHb TEXHIYHOIO Ta
KpunrorpadigHoro 3axucTy iH(popmaii Ta
Kibep3axucty
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